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Digital Signatures

• With the development of electronics commerce and electronics 
documents, the traditional methods of signature no longer suffice

• Electronics forgery, changing the digitized signatures

• We require digital signature not to be separated from the document

• Cannot be attached to other message(s), the signature is tied only to 
the signer and message

• Digital signature needs to be easily verified by other parties

• Two distinct steps: the signing process and the verification process

• We are not trying to encrypt the message!



RSA Signature



RSA Signature Verification



RSA Variant

• Signing of document without knowing its contents 

• Suppose Bob has made an important discovery

• He wants to record publicly what he has done





Caveats 

• Bob could have Alice sign a promise to pay him a million dollars

• Safeguards are need to prevent such problems

• Blind signatures



The ElGamal Signature Scheme

• The ElGamal encryption method can be modified to give a signature 
scheme

• Many different signatures are valid for a given message

• Suppose Alice wants to sign a message

• She chooses a large prime p and a primitive root α

• Alice chooses a secret integer a such that 1 ≤ a ≤  p-2

• Calculates

• The values of p and α and β are made public

• Security: a is kept private 

• Difficult to determine a from (p, α, β), discrete log problem difficult 



The ElGamal Signature Scheme, message 
signature method



The ElGamal Signature Scheme Verification

• Verification procedure

• Assume signature is valid

• Since 

• We have:   sk=m-ar (mod p-1), so m=sk+ar (mod p-1)


